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Colombian energy giant Ecopetrol says
thousands of user accounts hit in cyberattack
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¢ Ecopefrol confirms ransomware attempt in which attackers stole data from
3,300 user accounts but failed to deploy the encryptor due to security
controls

¢ Stolen files were pseudonymous, with no user identities or credentials
compromised; fransactional systems and partner networks remained
unaffected

e The company ousted the attackers, launched an investigation, and notified
Colombian authorities; no ransom demand details or data leaks have
surfaced so far

Latin American energy producer Ecopetrol has revealed it was victim of a
ransomware attack, and while the threat actors managed to get away with
sensitive data from thousands of user accounts, they were unable to deploy
the encryptor and thus disrupt the company’s day-to-day operations.
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company demanding payment. We don’t know how much money they asked
for, in exchange for not sharing the stolen files. The database has not yet
leaked, it seems, and no one claimed responsibility for the intrusion. At the
same time, Ecopetrol says the stolen files are pseudonymous, suggesting
that they might not be particularly useful to the attackers:

Notifying the authorities
“The identity of the users of the 3,300 accounts that were illegally infiltrated D E I_ A N O
was not affected, nor were the respective user access credentials captured,” RESIDENCES & HOTEL MIAMI

the machine-translated announcement reads. “Ecopetrol S.A. confirms that
no compromises have been identified in the transactional technological
solutions of its digital ecosystem, those of its subsidiaries, or those of its
network of commercial allies, financiers, providers, and clients.”

Ecopetrol said that it managed to oust the attackers and stop further data
exfiltration. It also launched an internal investigation and notified relevant
authorities, including the Colombian Attorney General’'s Office, the Joint LATEST ARTICLES
Cyber Command of the Military Forces, and others.
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Sead is a seasoned freelance journalist based in Sarajevo, Bosnia and
Herzegovina. He writes about IT (cloud, 10T, 5G, VPN) and cybersecurity
(ransomware, data breaches, laws and regulations). In his career, spanning
more than a decade, he’s written for numerous media outlets, including Al
Jazeera Balkans. He’s also held several modules on content writing for
Represent Communications.
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