
20/7/26, 17:04 Ecopetrol confirms ransomware attempt, data stolen from 3,300 accounts |  brief |  SC Media

https://www.scworld.com/brief/ecopetrol-confirms-ransomware-attempt-data-stolen-from-3300-accounts 1/4

Ransomware

Ecopetrol confirms ransomware attempt, data stolen
from 3,300 accounts

July 20, 2026

By SC Staff

(Ado be S to ck)

Ecopetrol, a Latin American energy producer, has confirmed a ransomware attack where attackers stole

data from 3,300 user accounts but were prevented from deploying an encryptor due to security controls,

according to a recent report by Tech Radar.

The incident involved an unidentified threat actor accessing Ecopetrol's IT infrastructure and exfiltrating

pseudonymous data from 3,300 user accounts. While the attackers attempted to install an encryptor, the

company's security measures successfully blocked its deployment, preventing disruption to

transactional systems and partner networks. No user identities or credentials were compromised.
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Ecopetrol has since removed the attackers from its systems and launched an internal investigation. The

company has also notified Colombian authorities, including the Attorney General's Office and the Military

Forces' Joint Cyber Command. No ransom demand details or confirmation of data leaks have been

publicly disclosed thus far. The stolen files are reported to be pseudonymous, potentially limiting their

utility to the attackers.

Source: Tech Radar
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Craneware confirms customer and employee data
exposed in security incident

SC Staff July 20, 2026

The breach, which occurred on July 20, saw a significant volume of file

names viewed and exfiltrated by unauthorized individuals.
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New npm malware cluster targets Vite ecosystem

SC Staff July 20, 2026

The ViteVenom campaign, attributed to the threat actor SuccessKey,

builds upon the tactics seen in the earlier ChainVeil attack.
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ACR Stealer exploits user interaction to steal sensit ive
data
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Microsoft has detailed two primary intrusion chains used by ACR Stealer.
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